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Agenda

• Introductions

• Challenges for PA Public Sector

• 3-Legged Stool Approach

• EDR/MDR: SentinelOne

• Immutable Backups: Rubrik

• PAIU Private Security Cloud: Zscaler

• AICUP Offering

• Q&A



PAIU Security Services

Goal: Create a budget-friendly suite of top 
cybersecurity services for PA public entities, 
offering a comprehensive defense-in-depth 
strategy.



Defense in Depth Reframed

2000

•Locked doors

•A few closed-circuit 
cameras

2010

•School Resource 
Officers

• IP cameras

•Double locked doors

• ID checks (Raptor)

2020

•Dozens of IP cameras

•Fob access

•Student IDs

•Locked interior doors

2025

•Digital hall passes

•AI weapon detection

•Facial recognition

•Vape/fighting 
detectors

•EMS apps





Front-end Defense:
SentinelOne EDR/MDR

Back-end Defense:
Rubrik Immutable Backups

Inline Defense:
Zscaler SASE Zero-Trust



SentinelOne 
Platform
for AICUP Members

AE: Hannah Mein
SE: Brendan Johnson
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Higher Education Initiatives
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Limited budget impacts investments 
in security technology, personnel, 
and programs.

Budget Constraints

Threat Landscape

Endpoint, Cloud, SIEM, SOC 
Augmentation Services, Gen-AI 
Security  

Security Modernization 

Security teams must manually 
investigate and respond to alerts 
across 50+ tools

Tool Consolidation 
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SentinelOne’s Solutions for AICUP 

EDR/MDR

● AI-enhanced EDR

● Vulnerability Mgmt

● Purple AI

● 24x7 MDR for 

endpoint alerts

● Managed Threat 

Hunting 

Cloud Security

● Runtime protection for 

Cloud & K8s 

● Cloud Security Posture 

Mgmt

○ Offensive Security 

Engine

○ Secret Scanning

● Cloud Data Protection

○ AWS S3 & NetApp

SIEM

● Per GB with custom 

retention

● SOAR

AI Security 

● Gen-AI security for 

web browser, 

application or 

homegrown AI 

● Visibility, control & 

protection
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Unified Agent

Single, resource efficient agent for 

endpoint, identity & vulnerability 

management - delivering streamlined 

capabilities and administration.

Comprehensive 

Support

Best-in-industry coverage for 

Windows, macOS, Linux, 

Legacy and K8s within AWS, 

GCP, Azure or private clouds. 

One Click Rollback

Remediate all affected 

endpoints with one-click 

remediation and rollback.

The Difference in the 

SentinelOne Singularity Platform

Multi-Tenant

Allows for organizations to 

manage multiple 

departments or units from a 

single console while 

maintaining role based 

access control.

Alert Consolidation
Storyline correlates and 

consolidates threat data into 

as few alerts as needed

Behavioral AI 

Models
Superior behavioral and static 

AI models that accurately 

detect suspicious and 

malicious patterns in real 

time.

SOC services 
MDR & Threat Hunting 

with customizable 

playbook, visibility, 

communication and 

reporting.

Generative AI 

Security Assistant 
Purple AI: unlimited 

queries and AI summaries 

in alerts.
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A Leader. 

Five Years Running.

A Leader in the 2025 Magic 

Quadrant for Endpoint 

Protection Programs

Customers’ Choice

For EDR + Cloud

4.7 out of 5 stars based on 

575 ratings, Endpoint 

Protection Platforms

Record Breaking 

ATT&CK Evaluations

For EDR + MDR

100% Protection

Fewest Alerts

3.3 min average MDR response 

#1 Rated CNAPP

Only CNAPP product to earn 

a 4.9 out of 5 rating for ROI, 

support and ease of use.

Higher Education 

References

+100 universities worldwide

Innovation of the Year: 

Purple AI 

Best Emerging Technology: 

Purple AI 



SentinelOne AICUP Member Pricing

Cloud Security

$39-150/year 

*Dependent on solution (3)

SIEM

$250-$400

*Dependent on retention and 

ingestion qty 

AI Security

$TBD

Dependent on solution type 

& implementation needs

EDR + MDR

$26/endpoint/year

$39/server/year



Organizations

280+

Workstations

175k+

Servers

8,000+

Savings

$4.2M+

SentinelOne Platform



Rubrik: 
Ransomware 
Recovery Service
AE: Laura Cook

SE: Alexa Stephen

CCIU: Bryan Ruzenski



© 2023  ePlus inc. Confidential and 
Proprietary. 

Primary Backup Cloud Copy Management



© 2023  ePlus inc. Confidential and 
Proprietary. 

Management • Implementation and Onboarding*

• 24/7 Monitoring and Alerting

• Troubleshooting Data Backups 

• Restoring Data Backups

• Serves as part of your Incident 
Response team*

*Additional Billable Services may be required

Management



Organizations Data Backed Up Servers
24-hours

Completed Jobs M365 Users

1 PB+70+ 2500+ 2600+ 2000+

Immutable Backup Service

*Successfully Recovered Two Clients From Ransomware*
No Data Lost, No Ransom Paid, School Up and Running Next Business Day



© 2023  ePlus inc. Confidential and 
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Recovering Clients from Ransomware
Two Clients had Ransomware Incidents

Both Occurred on the day before a Holiday Weekend

100% Data (part of the CCIU environment) 
Recovered before the next business day
No learning impact to either LEA



Zscaler:
PAIU Cybersecurity 
Cloud

AE: Dan Clarke

SE: Mike Preissner

CCIU: Bryan Ruzenski



Zscaler, Inc. All rights reserved.© 2022
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PAIU Cybersecurity Platform
Powered by the world’s largest security cloud.

https://www.zscaler.com/platform/privacy-and-compliance#privacy

https://www.zscaler.com/platform/privacy-and-compliance#privacy


SASE Appliance solution

⚬Disparate redundant control, logging, and enforcement policies

⚬Multiple appliances, multiple hops — slow user experience

⚬Expensive and complex to scale and manage

URL Filtering

DLP

LB

Full AV

SSL Proxy

Malware

NGFW / IPS

DNS

⚬Single scan architecture — multiple engines working together

⚬No data packet hops — better user experience

⚬Infinitely scalable — cost effective

SASE Cloud solution

Traditional Architecture vs. PAIU Cloud Architecture

Packet in
memory

Zscaler Proxy with SSMA



Illusion of Security

URL Filtering

Secure Web Gateway

Intrusion Prevention

Sandbox Detection

Data Loss Prevention

Advance Threat Protection

Ransomware/C&C Detection 

Security Platform

Up to 90%

of internet 

traffic is 

encrypted 

today

Without 

SSL/TLS 

decryption, 

most of the 

traffic can’t 

even be 

inspected!



Network Security Required/Expected by Cyber Insurance and/or Compliance/Legal

Capability Provider Examples

Secure Web Gateway Cisco, Fortinet, Forcepoint, F5, Symantec

Next Gen Firewall Palo, Fortinet, Cisco, Check Point

Intrusion Detection and Prevention Cisco, Trend Micro, Palo, Juniper

URL Filtering Linewize, Go Guardian, Securely, Lightspeed

Sandbox Detection ForcePoint, Trellix, Fortinet, Symantec

DNS Security Umbrella, Cloudflare, Infoblox

DDoS Mitigation Check Point, Fortinet, Cloudflare

Data Loss Prevention Forcepoint, Symantec, Trellix, Proofpoint, Cyberhaven

Secure Remote Access VPN appliance, Beyond Trust, ConnectWise, Citrix

SSL/TLS Inspection A10, Symantec, Palo, Sonicwall, F5, Cisco, Fortinet

And more…including Secure BYOD, VDI, VPN Alternative, etc. Many others



Network Security Required/Expected by Cyber Insurance and/or Compliance/Legal
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