From trends to

tactics: addressing
student loan fraud on
campus
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Fraud isn’t one-size-fits-all

Understanding typologies strengthens prevention and response
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A customer or consumer, using their A customer grants access to personal
true identity, commits fraud for or bank information to enable fraud,
personal gain or benefit. usually for payment from another party.
Authorized
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(theft &
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An external party, whether an individual
or organization, unlawfully uses a
customer’s identity or account to gain
money, services, or manipulate
systems.
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A Gen Z voice on financial crime: why this generation is at risk

5 key insights grounded in first-hand geverational experievce, behavioral research, and real-world digital risk exposure

cybersecurity awareness. Cognitive biases like the Dunning-Kruger Effect and optimism bias lead many in this group
to underestimate their risk of being scammed.

Digital Fluency

Overconfidence in @ Gen Z’s ease with technology often creates a false sense of security, as familiarity doesn’t guarantee fraud or
Masks Fraud Risk

\

Increases Scam payments, making them more vulnerable to phishing, deepfakes, impersonation, and Al-driven scams than

High Digital Exposure Gen Z is highly active online, with 45% online “almost constantly” and frequent use of social media and digital
Surface Area @ other generations.

\

Drives Risky make them more susceptible to “quick money” schemes, fraudulent job offers, money mule recruitment, and

/
Economic Pressure @ Gen Z faces rising costs, student debt, limited income, and perceived financial instability. These pressures
Financial Decisions high-yield investment scams that promise rapid financial relief.

|

\

Favor Speed Over authentication steps, which raises risks of fraud and account takeovers.

Behavioral Tendencies @ Gen Z values convenience and speed over security, showing less concern for data privacy, and avoiding extra
Caution

Gaps in Financial
Literacy and First
Time Product Use

P /
banking for the first time. This lack of experience increases their susceptibility to scams that exploit technical jargon,
false urgency, and confusion about financial products.

@ Financial literacy remains a significant challenge for Gen Z, who score lower than other generations, often face
-
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Let’s apply these concepts...

Application

* The application
could be
completed with
unauthorized
personal details.

* The applicant may
provide false
information on the
application.

* The applicant
could be a non-
existent
individual.

A third party could
intercept a
disbursement check
from the mail.

A student might
falsely claim fraud,
leading to a reissued
disbursement.

School certification
may be
compromised or
cost of attendance
exaggerated to
increase funds.

A student who
may have no
plans to attend
college could
submit an
application and
then quickly
withdraw in order
to obtain the
funds directly,
without any
intention of

repaying the loan.

A third party could

gain or request

login credentials,

alter contact
details, add or
update external
payment
accounts, or
change contact
methods to

redirect alerts via

SMS or email.

* A borrower or
coborrower may
steal someone
else's bank
account details to
repay a loan.

* Athird party might
persuade the
borrower or
coborrower to let
them repay the
loan to launder
illegal money.
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What to do about fraud? ﬁ

Practical Strategies for Establishing Comprehensive, Multi-Layered Fraud Protection

Clarity ow Add some friction Trust but verify. Perpetrators are We won't stop all
vulverabilities where I+ makes —Confirm that all scheming, but its fraund. Know who
enables smarter sense. details given by not successtul umtil and when to
risk decisions. __Establish Multi students and +they monetize, report.
—Perform a risk Factor caregivers are —Don’t release funds —Time is of the
assessmentto Authentication accure?te by_ cross- until the recipient essence —in some
understand where (MFA) on the chec.klng with and the scenario is cases, transactions
fraud could occur. website. Z Ubl’bc s verified. can be stopped or
—Evaluate your —Implement web atavases. ) —Consider adding clawed back.
current controls for controls that alert _',‘\Sk f(,)r, P h*‘,/ SieE step-up
effectiveness. when something S authentication for
__Solicit feedback isn’tright (e.g., do‘c'um Sl risky transactions.
from key geolocgtlon —Utilize v'endo'r tools __Still suspicious?
stakeholders. Strategies). to help /dgnt/fy Call us.
—Look for patterns counterfeit
and repeat documents.

offenders.
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The information contained in this presentation is not comprehensive, is subject to constant change, and therefore should serve only as general, background
information for further investigation and study related to the subject matter and the specific factual circumstances being considered or evaluated.

Sallie Mae does not provide, and these materials are not meant to convey, financial, tax, or legal advice. Consult your own financial advisor, tax advisor, or
attorney about your specific circumstances.

External links and third-party references are provided for informational purposes only. Sallie Mae cannot guarantee the accuracy of the information provided
by any third parties and assumes no responsibility for any errors or omissions contained therein. Any copyrights, trademarks, and/or service marks used in
these materials are the property of their respective owners.

©2026 Sallie Mae Bank. All rights reserved. Sallie Mae and the Sallie Mae logo are service marks or registered trademarks of Sallie Mae Bank. Scholly,
Sallie, the Sallie logo, other Sallie names and logos and all related names, logos, product and service names, designs, and slogans are the property of SLM
Education Services, LLC, our affiliates, or licensors. All other names and logos used are the trademarks or service marks of their respective owners.

SLM Corporation and its subsidiaries, including Sallie Mae Bank, are not sponsored by or agencies of the United States of America.
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Questions?
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